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Abstract

This document analyzes the current practices for handling TCP urgent
data in the current Internet. It describes how popular TCP
implementations process urgent data, and also describes how a number
of middle-boxes affect how urgent data is processed by end systems.
Additionally, it includes a survey of the processing of urgent data
by popular TCP implementations. This document updates the relevant
specifications such that they accommodate current practice in
processing TCP urgent data.
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1.

2.

Introduction

TCP incorporates a "urgent mechanism”™ that allows the sending user to
stimulate the receiving user to accept some urgent data and to permit
the receiving TCP to indicate to the receiving user when all the
currently known urgent data has been received by the user. This
mechanism permits a point in the data stream to be designated as the
end of urgent information. Whenever this point is in advance of the
receive sequence number (RCV_NXT) at the receiving TCP, that TCP must
tell the user to go into "urgent mode"; when the receive sequence
number catches up to the urgent pointer, the TCP must tell user to go
into "normal mode'". [RFC0793]

The URG control flag indicates that the urgent field is meaningful
and must be added to the segment sequence number to yield the urgent
pointer. The absence of this flag indicates that there is no urgent
data outstanding. [RFC0793]

The "urgent mechanism”™ was originally specified in RFC 793 [RFC0793].
Later, RFC 1122 [RFC1122] corrected some errors found in that
specification. However, these 'corrections' never made into actual
implementations, and thus the current specifications do not reflect
the way in which virtually all TCP implementations process urgent
data.

This document analyzes the current practices for handling TCP urgent
data in the current Internet. It describes how popular TCP
implementations process urgent data, and also describes how a number
of middle-boxes affect how urgent data is processed by end systems.
Additionally, it includes a survey of the processing of urgent data
by popular TCP implementations. This document updates the relevant
specifications such that they accommodate current practice in
processing TCP urgent data.

Section 2 describes what the current IETF secifications state with
respect to TCP urgent data. Section 3 describes how current TCP
implementations actually process TCP urgent data. Section 4 updates
RFC 793 [RFC0793] and RFC 1122 [RFC1122] such that they accommodate
current practice in processing TCP urgent data.

The key words "MUST", "MUST NOT", "*REQUIRED'", "'SHALL'", "SHALL NOT",

"'SHOULD®, 'SHOULD NOT', "RECOMMENDED®", "MAY', and "OPTIONAL"™ in this
document are to be interpreted as described in RFC 2119 [RFC2119].

Specification of TCP urgent data
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2.1. Semantics of the Urgent Pointer

Section 3.1 (page 17) of RFC 793 [RFCO0793] originally stated that the
Urgent Pointer "communicates the current value of the urgent pointer
as a positive offset from the sequence number in this segment. The
urgent pointer points to the sequence number of the octet following
the urgent data. This field is only be interpreted in segments with
the URG control bit set.”

Section 4.2.2.4 (page 84) of RFC 1122 [RFC1122] "corrects'” RFC793
stating that 'the urgent pointer points to the sequence number of the
LAST octet (not LAST+1) in a sequence of urgent data."

2.2. Allowed length of urgent data

RFC 793 [RFC0793] allows TCP peers to send urgent data of any length.
Section 4.2.2.4 (page 84) of RFC 1122 explicitly states that "A TCP
MUST support a sequence of urgent data of any length™.

3. Current implementation practice of TCP urgent data
3.1. Semantics of the Urgent Pointer

All the popular implementations that the authors of this document
have been able to test interpret the semantics of the TCP Urgent
Pointer as stated in Section 3.1 of RFC 793. This means that while
RFC 1122 officially "corrected” RFC 793, this change has never
reflected to become a default behavior in popular TCP
implementations.

Some operating systems provide a system-wide toggle to override this
behavior, and interpret the semantics of the Urgent Pointer as
specified in RFC 1122. However, this system-wide toggle has been
found to be inconsistent. For example, Linux provides a the sysctl
"tcp_stdurg” (e.g., net.ivpd.tcp _stdurg) that, when set, supposedly
changes the system behavior to interpret the semantics of the TCP
Urgent Pointer as described in RFC 1122. However, this sysctl only
changes the semantics of the Urgent Pointer of incoming segments, and
not of all segments. This means that if this sysctl is set, the host
might be unable to interoperate with itself.

3.2. Allowed length of urgent data
While Section 4.2.2.4 (page 84) of RFC 1122 explicitly states that "A
TCP MUST support a sequence of urgent data of any length", in

practice a lot of implementations support only a single byte of
urgent data. [UNPv1]
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4. Updating the specifications to reflect implementations behavior

We believe the relevant specifications should be updated to reflect
what is the de-facto standard for urgent data: interpret the
semantics of the Urgent Pointer as described in RFC 793, and allow
only a single byte of urgent data. This has been the behavior
implemented by most popular TCP implementations, including the one
Linux and in BSD-derived systems.

A TCP MUST support a sequence of a single byte urgent data, and MAY
support a sequence of urgent data of any length.

The TCP Urgent Pointer MUST point to the byte following the last byte
of urgent data.

(Future revisions of this document will include a list of the
specific text in RFC 793 and RFC 1122 that should be "‘patched”™ to
produce the proposed specification update).

5. Interaction of middle-boxes with urgent data

As a result of the publication [phrack] Network Intrusion Detection
(NIDs) evasion techniques based on urgent data, some middle-boxes
modify the TCP data stream such that urgent data is put "in band",
that is, they are accessible by the read(2) or recv(2) calls without
the MSG_00B flag. This should probably discourage applications to
depend on urgent data for their current operation, as urgent data may
not be not reliable in the current Internet. Examples of such
middle-boxes are Cisco PIX Ffirewall [Cisco-PIX].-

6. Security Considerations

Given that there are two different interpretations (RFC793 vs. RFC
1122) of semantics of the Urgent Pointer in current implementations,
and that either middle-boxes (such as packet scrubbers) or the end-
systems themselves could cause the urgent data to be processed 'in
band', there exists ambiguity in how TCP urgent data sent by a TCP
will be processed by the intended recipient. This might make it
difficult for a Network Intrusion Detection System (NIDS) to track
the application-layer data transferred to the destination system, and
thus lead to false negatives or false positives in the NIDS.
[CPNI-TCP].

Probably the best way to avoid the security implications of TCP

urgent data is to avoid having application protocols depend on the
use of TCP urgent data altogether. Packet scrubbers could probably
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9.

be configured to clear the URG bit, and set the Urgent Pointer to
zero. This would basically cause the urgent data to be put "in
band”. However, this might cause interoperability problems or
undesired behavior in the applications running on top of TCP.

IANA Considerations

This document has no actions for IANA.
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Appendix A. Survey of the processing of urgent data by some popular
implementations

A.1. FreeBSD

FreeBSD [FreeBSD] interprets the semantics of the urgent pointer as
specified in RFC 793. It does not provide any sysctl to override
this behavior. However, it provides the SO OOBINLINE that when set
causes TCP urgent data to be put "in band”. That is, it will be
accessible by the read(2) or recv(2) calls without the MSG _0O0B flag.

FreeBSD supports only one byte of urgent data. That is, only the
byte preceding the Urgent Pointer is considered as 'urgent data".

A.2. Linux

Linux [Linux] interprets the semantics of the urgent pointer as
specified in RFC 793. It provides the net.ipv4.tcp_stdurg sysctl to
override this behavior to interpret the Urgent Pointer as specified
by RFC 1122. However, this sysctl only affects the processing of
incoming segments (the Urgent Pointer in outgoing segments will still
be set as specified in RFC 793).

Linux supports only one byte of urgent data. That is, only the byte
preceding the Urgent Pointer is considered as "'urgent data'.
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A_.3. NetBSD

NetBSD [NetBSD] interprets the semantics of the urgent pointer as
specified in RFC 793. It does not provide any sysctl to override
this behavior. However, it provides the SO_OOBINLINE that when set
causes TCP urgent data to be put "in band'. That is, it will be
accessible by the read(2) or recv(2) calls without the MSG _00B flag.

NetBSD supports only one byte of urgent data. That is, only the byte
preceding the Urgent Pointer is considered as "'urgent data".

A.4. OpenBSD

OpenBSD [OpenBSD] interprets the semantics of the urgent pointer as
specified in RFC 793. It does not provide any sysctl to override
this behavior. However, it provides the SO OOBINLINE that when set
causes TCP urgent data to be put "in band”. That is, it will be
accessible by the read(2) or recv(2) calls without the MSG_00OB flag.

OpenBSD supports only one byte of urgent data. That is, only the
byte preceding the Urgent Pointer is considered as ''urgent data".

A.5. Cisco 10S, versions 12.2(18)SXF7, 12.4(15)T7

Cisco I0S, versions 12_.2(18)SXF7, 12.4(15)T7 interpret the semantics
of the urgent pointer as specified in RFC 793. However, tests
performed with an HTTP server running on Cisco 10S version
12_.2(18)SXF7 and 12.4(15)T7 suggest that urgent data is processed "in
band'". That is, they are accessible together with "normal' data.

The TCP debugs on the Cisco 10S device do explicitly mention the
presence of urgent data, and thus we infer that the behavior is
different depending on the application.

A.6. Microsoft Windows 2000, Service Pack 4

Microsoft Windows 2000 [Windows2000] interprets the semantics of the
urgent pointer as specified in RFC 793. It provides the
TcpUseRFC1122UrgentPointer system-wide variable to override this
behavior to interpret the Urgent Pointer as specified by RFC 1122.
However, the tests performed with the sample server application
compiled using the cygwin environment, has shown that the default

behavior is to return the urgent data "in band".
A_7. Microsoft Windows 2008

Microsoft Windows 2008 interprets the semantics of the urgent pointer
as specified in RFC 793.
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A.8. Microsoft Windows 95

Microsoft Windows 95 interprets the semantics of the urgent pointer
as specified in RFC 793. It provides the BSDUrgent system-wide
variable to override this behavior to interpret the Urgent Pointer as
specified by RFC 1122. Windows 95 supports only one byte of urgent
data. That is, only the byte preceding the Urgent Pointer is
considered as "'urgent data'. [Windows95]
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