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Status of this Memo 
 
   This document is an Internet-Draft and is subject to all provisions 
   of section 3 of RFC 3667.  By submitting this Internet-Draft, each 
   author represents that any applicable patent or other IPR claims of 
   which he or she is aware have been or will be disclosed, and any of 
   which he or she become aware will be disclosed, in accordance with 
   RFC 3668.  This document may not be modified, and derivative works of 
   it may not be created, except to publish it as an RFC and to 
   translate it into languages other than English. 
 
   Internet-Drafts are working documents of the Internet Engineering 
   Task Force (IETF), its areas, and its working groups.  Note that 
   other groups may also distribute working documents as 
   Internet-Drafts. 
 
   Internet-Drafts are draft documents valid for a maximum of six months 
   and may be updated, replaced, or obsoleted by other documents at any 
   time.  It is inappropriate to use Internet-Drafts as reference 
   material or to cite them other than as "work in progress." 
 
   The list of current Internet-Drafts can be accessed at http:// 
   www.ietf.org/ietf/1id-abstracts.txt. 
 
   The list of Internet-Draft Shadow Directories can be accessed at 
   http://www.ietf.org/shadow.html. 
 
   This Internet-Draft will expire on January 31, 2005. 
 
Copyright Notice 
 
   Copyright (C) The Internet Society (2004).  All Rights Reserved. 
 
Abstract 
 
   The original ICMP specification states that when a packet elicits an 
   ICMP error message, the IP header plus the next 64 bits of the 
   original datagram must be returned in the payload of the ICMP error 
   message.  This imposes a constraint on the design of transport-layer 
   protocols, which are forced to include all the relevant information 
   needed to identify an instance of communication in the first 64 bits 
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   of their protocol header.  It also limits the amount of data from the 
   original packet available to the transport-layer when acting on the 
   ICMP error message.  Including only the first 64 bits of the original 
   datagram's payload may also not be enough to demultiplex ICMP error 
   messages if IP is being used to tunnel some other network-layer 
   protocol.  This document proposes to increase the amount of data of 
   the original datagram to be included in the payload of ICMP error 
   messages. 
 
1.  Introduction 
 
   The Internet Control Message Protocol (ICMP) [1] is used in the 
   Internet Architecture to perform the fault isolation function, that 
   is, the group of actions that hosts and routers take to determine 
   that there is some network failure [4]. 
 
   The original ICMP specification [1] states that, whenever a packet 
   elicits an ICMP error message, the internet header plus the first 64 
   bits of the original datagram's data must be included in the payload 
   of the ICMP error message.  These data are used by the receiving host 
   to match the error message to the instance of communication that 
   elicited it. 
 
   This limit on the amount information returned in the payload of ICMP 
   error messages has two drawbacks: 
 
   o  It imposes a constraint on the design of transport-layer 
      protocols, which are forced to include all the relevant 
      information needed to identify a communication instance in the 
      first 64 bits of their protocol header. 
 
   o  It limits the amount of data the transport-protocol has available 
      to perform, for example, security checks on the returned datagram. 
 
   o  If IP [5] is being used for tunneling purposes, including just the 
      first 8 bytes of the payload of the original datagram may not be 
      enough information to demultiplex the ICMP error message. 
 
   As discussed in [1] and [6], in order to allow ICMP error messages to 
   be demultiplexed, transport protocols are forced to include in the 
   first 64 bits of their headers all the information needed to identify 
   a communication instance.  Thus, this limit somehow constrains the 
   design of transport protocols. 
 
   There are a number of scenarios in which a larger amount of data from 
   the original datagram may be needed, or, at least, desirable.  For 
   example, additional data from the original datagram could be used to 
   perform security checks on the received ICMP error message [7]. 
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   Also, in case IP is being used to tunnel some other protocol, the 
   first 64 bits of the original datagrams's payload may not provide 
   enough information to the demultiplex the ICMP error message. 
 
   Even when the Host Requirements RFC [2] states that more than 8 
   octects of the original datagram's payload MAY be included in the 
   payload of an ICMP error message, it does not require any specific 
   amount of data, and thus does not remove the constraints discussed 
   above. 
 
   This document proposes a modification to the original ICMP 
   specification to increase the amount of data of the original packet 
   to be included in the payload of ICMP error messages. 
 
2.  Conventions 
 
   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", 
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this 
   document are to be interpreted as described in RFC 2119 [3]. 
 
3.  Specification 
 
   When a host or router sends an ICMP error message, it MUST include in 
   the payload of the ICMP error message as many bytes of the original 
   datagram as possible.  However, the resulting IP datagram MUST NOT be 
   greater than 576 bytes. 
 
   It must be noted that 576 is the minimum reassembly buffer size [2]. 
 
4.  Security Considerations 
 
   This document proposes a minor modification to the original ICMP 
   specification [1], to increase the amount of data of the original 
   packet to be included in the payload of ICMP error messages.  This 
   modification does not raise any new security implications. 
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