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   RFC 3668.  This document may not be modified, and derivative works of 
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Copyright Notice 
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Abstract 
 
   This document discusses the use of the Internet Control Message 
   Protocol (ICMP) to perform a variety of attacks against the 
   Transmission Control Protocol (TCP) and other similar protocols.  It 
   proposes a work-around to eliminate or minimize the impact of this 
   type of attack. 
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1.  Introduction 
 
   Recently, awareness has been raised about several threats against the 
   TCP [1] protocol, which include blind connection-reset attacks [5]. 
   These attacks are based on sending forged TCP segments to any of the 
   TCP endpoints, requiring the attacker to be able to guess the 
   four-tuple that identifies the connection to be attacked. 
 
   While these attacks were known by the research community, they were 
   considered to be unfeasible.  Increase in bandwidth availability, and 
   the use of larger TCP windows have made these attacks feasible. 
   Several solutions have been proposed to either eliminate or minimize 
   the impact of these attacks [6][7][8]. 
 
   However, there is still a possibility for performing a number of 
   attacks against the TCP protocol, which involve the use of ICMP [2]. 
   These attacks include, among others, blind connection-reset attacks. 
 
   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", 
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this 
   document are to be interpreted as described in RFC 2119 [3]. 
 
2.  Background 
 
2.1  Internet Control Message Protocol (ICMP) 
 
   The Internet Control Message Protocol (ICMP) is used by the Internet 
   Architecture to perform the fault-isolation function, that is, the 
   group of actions that hosts and routers take to determine that there 
   is some network failure [9]. 
 
   In case an intermediate router detects a network problem while trying 
   to forward an IP packet, it will send an ICMP error message to the 
   source host, to raise awareness of the network problem.  In the same 
   way, there are a number of cases in which an end-system may generate 
   an ICMP error message when it finds a problem while processing a 
   datagram. 
 
   The internet header plus the first 64 bits of the packet that 
   elicited the ICMP message are included in the payload of the ICMP 
   error message, so that the receiving host can match the error to the 
   instance of the transport protocol that elicited the error message. 
   Thus, it is assumed that all data needed to identify a transport 
   protocol instance is contained in the first 64 bits of the transport 
   protocol header. 
 
   When the transport protocol is notified of the error condition, it 
   will perform a fault recovery function.  That is, it will try to 
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   survive the network failure. 
 
   In the case of TCP, the fault recovery policy is as follows: 
 
   o  If the network problem being reported is a hard error, abort the 
      corresponding connection. 
 
   o  If the network problem being reported is a soft error, just record 
      this information, and repeatedly retransmit the segment until 
      either it gets acknowledged, or the connection times out. 
 
   [10] provides information about which ICMP error messages are 
   produced by hosts, intermediate routers, or both. 
 
2.2  Handling of ICMP errors 
 
   The Host Requirements RFC [4] states that a TCP instance should be 
   notified of ICMP error messages received for its corresponding 
   connection.  However, neither the Host Requirements RFC nor the 
   original TCP specification recommend any additional security checks 
   on the received ICMP messages. 
 
   Therefore, as long as the ICMP payload contains the correct 
   four-tuple that identifies the communication instance, it will be 
   processed by the corresponding transport-protocol instance, and the 
   corresponding action will be performed. 
 
   Thus, an attacker only needs to guess the four-tuple that identifies 
   the communication instance to be attacked, to perform any of the 
   attacks discussed in this document.  As discussed in [5], there are a 
   number of scenarios in which an attacker may be able to know or guess 
   this four-tuple. 
 
   Furthermore, it must be noted that most services use the so-called 
   "well-known" ports, so that only the client port would need to be 
   guessed.  In the event that an attacker had no knowledge about the 
   range of port numbers used by clients, this would mean that an 
   attacker would need to send, at most, 65536 packets to perform any of 
   the attacks described in this document. 
 
   It is clear that additional security checks should be performed on 
   the received ICMP error messages. 
 
3.  ICMP attacks against TCP 
 
   ICMP messages can be used to perform a variety of attacks.  These 
   attacks have been discussed by the research community to a large 
   extent. 
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   Some TCP/IP implementations have added extra security checks on the 
   received ICMP error messages to minimize the impact of these attacks. 
   However, as there has not been any official proposal about what would 
   be the best way to deal with these attacks, these additional security 
   checks have not been widely implemented. 
 
   The following subsections discuss some of the possible attacks, and 
   propose work-arounds to eliminate or minimize the impact of these 
   attacks. 
 
3.1  Blind connection-reset attacks 
 
   An attacker could use ICMP to perform a blind connection-reset 
   attack.  That is, even being off-path, an attacker could reset any 
   TCP connection taking place.  In order to perform such an attack, an 
   attacker sends any ICMP error message that indicates a "hard error", 
   to either of the two TCP endpoints of the connection.  Because of 
   TCP's fault recovery policy, the connection would be immediately 
   aborted. 
 
   All an attacker needs to know to perform such an attack is the socket 
   pair that identifies the TCP connection to be attacked.  In some 
   scenarios, the IP addresses and port numbers in use may be easily 
   guessed or known to the attacker [5]. 
 
   There are some points to be considered about this type of attack: 
 
   o  The source address of the ICMP error message need not be forged. 
      Thus, simple egress-filtering based on the source address of IP 
      packets would not serve as a counter-measure against this type of 
      attack. 
 
   o  Even if TCP itself were protected against the blind 
      connection-reset attack described in [5] and [6], this type of 
      attack could still succeed. 
 
 
3.2  Degrading the performance of a connection 
 
   An attacker could send ICMP Source Quench [2] messages to a TCP 
   endpoint to make it reduce the rate at which it sends data to the 
   other party.  While this would not reset the connection, it would 
   certainly degrade the performance of the data transfer taking place 
   over it. 
 
4.  Constraints in the possible solutions 
 
   The original ICMP specification [2] requires nodes generating ICMP 
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   errors to include the IP header of the packet that elicited the ICMP 
   error message, plus the first 64 bits of its payload, in the payload 
   of the ICMP error message.  For TCP, that means that the only fields 
   that will be included are: the source port number, the destination 
   port number, and the 32-bit sequence number.  This imposes a 
   constraint on the possible solutions, as there is not much 
   information avalable on which to perform additional security checks. 
   While there exists a proposal to recommend hosts and routers to 
   include more data from the original datagram in the payload of ICMP 
   error messages [11], we cannot yet propose any work-around based on 
   any data past the first 64 bytes of the payload of the original IP 
   datagram that elicited the ICMP error message. 
 
5.  Solutions to the problem 
 
   There are a number of counter-measures against this type of attack. 
   Rather than being alternative measures, they could be implemented 
   together to increase the protection against this type of attack. 
 
5.1  TCP sequence number checking 
 
   TCP SHOULD check that the sequence number in the TCP header contained 
   in the payload of the ICMP error message is within the range SND.UNA 
   < SEG.SEQ < SND.NXT.  This means that the sequence number should be 
   within the range of the data already sent but not yet acknowledged. 
   If an ICMP error message doesn't pass this check, it SHOULD be 
   discarded. 
 
   Even if an attacker were able to guess the four-tuple that identifies 
   the TCP connection, this additional check would reduce the 
   possibility of success of the attacker to Flight_Size/2^^32 (where 
   Flight_Size is the number of data bytes already sent to the remote 
   peer, but not yet acknowledged [12]).  For a TCP endpoint with no 
   data "in flight", this would completely eliminate the possibility of 
   success of these attack. 
 
5.2  Delaying the connection-reset 
 
   For connections in any of the synchronized states, an additional 
   counter-measure against the blind connection-reset attack could be 
   taken.  Rather than immediately aborting a connection, a TCP could 
   abort a connection only after an ICMP error message indicating a hard 
   error has been received a specified number of times, and the 
   corresponding data have already been retransmitted more that some 
   specified number of times. 
 
   For example, hosts could abort connections only after a fourth ICMP 
   error message (indicating a hard error) is received and the 
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   corresponding data have already been retransmitted more than four 
   times. 
 
5.3  Port randomization 
 
   As discussed in the previous sections, in order to perform any of the 
   attack described in this document, an attacker needs to guess (or 
   know) the four-tuple that identifies the connection to be attacked. 
   Randomizing the ephemeral ports used by the clients would reduce the 
   chances of success by an attacker. 
 
   A proposal exists to enable TCP to reassign a well-known port number 
   to a random value [13]. 
 
5.4  Authentication 
 
   Hosts could require ICMP error messages to be authenticated [10], in 
   order to act upon them.  However, while this requirement could make 
   sense for those ICMP error messages sent by hosts, it would not be 
   feasible for those ICMP error messages generated by intermediate 
   routers. 
 
   [10] contains a discussion on the authentication of ICMP messages. 
 
6.  Future work 
 
   The same considerations discussed in this document should be applied 
   to other similar protocols, such as SCTP [14]. 
 
7.  Security Considerations 
 
   This document describes the use of ICMP error messages to perform a 
   number of attacks against the TCP protocol, and proposes a number of 
   counter-measures that either eliminate or reduce the impact of these 
   attacks. 
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